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rx(): Boolean

Customer account

rx(): Boolean

Account

rm(): Data
wm(x: Data)

ExtraService

rx()/return(true)

money: Integer

rm()/return(money)rm(): Data
wm(x: Data)

NoExtraService

rx()/return(false)

/money:=0

rm()/return(money)

money+x
/money:=

[money>=1000]
wm(x)

{secret={wm,rm,money}}
«no down-flow»

wm(x)/money:=
money+xwm(x)

money+x
/money:= [money<=1000]
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receive():Data
transmit(d:Data)

Sender

send(d:Data)
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send(d:Data) receive():Data
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«Interface» «Interface»
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Granting a credit<<rbac>>

Employee Supervisor

set up
credit

transfer

authorize
credit

{protected="authorize credit"}
{right=(credit approver, authorize credit)}
{role=(supervisor, credit approver)}

obtain
customer
details

money

[credit>10.000]

[otherwise]
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«Internet»

«secrecy» server machineclient machine
get_password

browser access control

remote access«secure links»

client apps web server«call»
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Random generator

seed: Real

random(): Real

random(): Real

Random number
«interface»

«critical»Key generator

newkey(): Key

{high={random()}}

Key generation
«secure dependency»

newkey(): Key

«call»
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rx(): Boolean

rb(): Data
wb(x: Data)

balance: Integer

Account

NoExtraService

rb()/return(balance)

rx()/return(false)

/balance:=x
wb(x)[x<10000]

ExtraService

rb()/return(balance)

rx()/return(true)

/balance:=x
wb(x)[x>=10000]

/balance:=x
wb(x)[x>=10000]

wb(x)[x<10000]
/balance:=x

/balance:=0

Bank account «no down-flow»

rb(): Data
wb(x: Data)
rx(): Boolean

{high={wb,rb,balance}}
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clientsite serversite
«Internet»

«send»

«send»
C:Client

clientapp

S:Server

«LAN» «LAN»

serverapp

C:Client
i

S :Server

itls.[C,S ]

entry/i:=0 entry/j:=0

S:ServerC:Client

entry/i:=i+1 entry/j:=j+1

tls.C tls.S

TLS variant «data security»

«send»«send»

Client «critical»

resp(shrd:Exp,cert:Exp)

init(n:Data,k:Key,cert:Exp)
xchd(mstr:Exp)

Server «critical»
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«Interface»
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«data security»
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«critical»
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«Internet»

«send»

«send»
C:Client

clientapp

S:Server

«LAN» «LAN»

serverapp

C:Client
i

S :Server

itls.[C,S ]

entry/i:=0 entry/j:=0

S:ServerC:Client

entry/i:=i+1 entry/j:=j+1

tls.C tls.S

TLS variant «data security»

«send»«send»

Client «critical»

resp(shrd:Exp,cert:Exp)

init(n:Data,k:Key,cert:Exp)
xchd(mstr:Exp)

Server «critical»
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