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i About reverse engineering ...
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= Examples of reverse engineered software
H

Reverse engineering source code
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= Reverse engineering binary software
~ Lutz Roeder's .NET Reflector
~ IDA Pro
> Netstat command, Sysinternals PE and Filemon
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i Definitions of Reverse Engineering

= Assumption: hackers and crackers ?

= 90’s: “a process of analyzing a subject system to
identify the system’s components and their
interrelationships and to create representations of
the system at a higher level of abstraction”

= Wikipedia: “the process of taking something apart
and analyzing its workings in detall, usually with the
intention to construct a new device or program that
does the same thing without actually copying
anything from the original.”
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Reverse engineering as
i analyzing process of ...

= source code
»  Discovery of higher level aspects of the program

= binary software
> NoO source code is available for the software

~ Discovery of one possible source code for the
software

I Reverse engineering remains a process of
examination, and does not become a process of
piracy and breaking software copy protection.



i Examples

= the first non-IBM implementation of BIOS

> Reverse engineering of BIOS binary image to find out
BIOS functionality

s Samba software:

> Reverse engineering of unpublished information about

Windows file sharing -> for emulation on non-Windows
computers

= |n other domains:
~ Jerry cans
> Tupolev Tu-4



Reverse engineering source

i code

s CodeSurfer — source code analyzer from
GrammaTech

http.//www.grammatech.com

= Understanding for C++ - source code
analyzer from Scientific Toolworks

http.://www.scitools.com



CodeSurfer (1)

Understanding source ™ deep-structure representation:
code ~ Abstract Syntax Trees (ASTs)

: > Normalized Program
Maintenance .
> Program Points

Impact analysis -~ Control Flow Graphs (CFGs)

Debugging ~ System Dependence Graph

Reverse engineering (SDG)

R > Non-local Variable Usage
euse Information

> Pointer Analysis Database
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‘L CodeSurfer(IV) - Static analyze

> Call graph for main function

= #File_Initialization

|#S§gstem_1nitializ. 2 i
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CodeSurfer(V) — Dynamic
Analyze using Programming API

> Control flow graph (CFG) for main function

product a;
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Reverse engineering binary
‘L software (l) — Compilation Process

Source w/

sSource Substitution Parze tree
Code .| Preprocessor ,| Parser ,| Translation
Aszembly
Ohiect Files
OS Exe Loader
h
Dizk Linker Azzembler

C# Exe file CZ Exe file

Only for C++ Compiler from Microsoft

- Only for Cz Compiler 4




+

Reverse engineering binary
software (ll) - techniques

—

2.

Disassembly
Decompilation

Analysis through observation of
information exchange

Obtaining other different important
information
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i Disassembly

Executable files (machine code)-> assembly language

s Disassemblers:

IDA Pro: commercial (written by Ilfak Guilfanov),
disassembles a wide array of different file types for different
processors, for any popular operating system on the market

> Interactive Disassembler — comercial, interactive
> Sourcer — commercial, for x86 binaries (EXE, NE, PE)
> ProView (PVDasm) - Pentium disassembler, PE editor,

hex editor, process manager

PE Explorer Diassembler — commercial, for win32 PE
files

Win32 Program Disassembler — free, straight line
disassembler of Windows 32-bit executables



IDA Pro — Shopping.exe ()
ff|wan1

Ltext: 00401940 ; Attributes: bp-based frame
.text:ge4e19A0
.text:804019A8 main proc near ; CODE XREF: j_maintj

.text:a84619A0

-text:004019A8 var BB
-text:004019A08 var 78
-text:004019A8 var 74
-text:004019A8 var 78
.text:004019A8 var 6C
.text:a04619A0

Function

names ETD Mames window

Hame
F product:SaleProduct

F product ViewProducts

dword ptr -B8B8h
dword ptr -78h
dword ptr -7uh
dword ptr -78h
dword ptr -6Ch

F Shop:Shop
F ShoppingCenter:ShoppingCenter
F end

F* text:0084819A0 push ebp
mov ebp, esp ‘ . F fush
Main() sub  esp, BBSh All strings ¢ |
push ebx Line 13 of 830
ush esi
{Product a Sich:  eai Te——
lea edi, [ebp+var_B8] -
nou ecx, 2Eh Address Length T | “Shrir
: . 7 mou eax, BCCCCCCCCh nObetO0. OOOOMOBE  C f
* .text:0040198C rep stosd w0 ordatall. 00000024 C ey
* _text:084819BE lea ecx, [ebp+var_6C] o rdatal.. 00000013 C S
' ':Ex::ggig:EE; call.  j product product o data0. 00000018 C - 5
~CEXL:
_text:0B4619C6 loc 4619C6: - CODE XREF: main+E1}j syldaall (HOE: - O o
* text:084B19CH call j_menu "o ordata0. 00000038 C - ¥
* _text:@884819CB lea eax, [ebp+var 78] datall. 0000O0ME  C 0 ¥
* _text:884819CE push eax o rdatacd.. 00000014 C i
* .text:084819CF mov ecx, offset cin wordata0.. 00000033 C Yl
* .text:804810D4 call sub_403B5A ™ I |




IDA Pro — Shopping.exe (ll)
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i Decompilation

= Executable files -> high level language source code

= Decompilers:
> Lutz Roeder's .NET Reflector
> REC - portable reverse engineering compiler for C

code
- Dis# - .NET decompiler - allows editing local
variables

» dcc - Dos C Decompiler - decompiles .exe files from
the (1286, DOS) platform to C programs
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i Lutz Roeder's .NET Reflector

Free software from http://www.aisto.com/roeder/dotnet
class browser for .NET components

assembly and namespace views

type and member search
XML documentation

call and callee graphs

IL, Visual Basic, Delphi and C# decompiler
dependency trees with base type and derived type
hierarchies and resource viewers
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Other tools for reverse
i engineering

Bus analyzers

Packet sniffers: tcpdump, Ethereal, dSniff, Netstat
command

Tools for System Wide Process Information -
Sysinternals Process Explorer

Tools for Viewing Filesystem Activity: Sysinternals
Filemon, Sysinternals Regmon

21



SMBService.exe (I) — Simple

Message Broker in C#

= Lwtz Reedar's NET Reflactor

— Fa  view Tods  Help
Project QO 2R P S
L) System, Componesntiodsl o | [T
H @ L} Swsben . Dala
VIeW # 4} Systen.Duka. Somnnen Pmtﬁrﬂﬁmm:

# AF System.Duta. Cdbe putdc class Broker
# 0[] Swoen.Dets. Cl=Db
+ K] Systen, Dista,Sgchert I Methods )
; £} Swsben,Diska, SofTopes mmﬁﬂﬁﬂ‘;’fﬂm

£} Syt Xl
& [ Resouroes

parblic voed AddSnkistrng remes, RebracrkSiresm nsi;
public vod AddSowroe(Seros so
pashie voed SddSowressherrg nsme;

* -3 Sysbem Drasving
* - System ek parblic voed Emmﬂn .
& -2 SystemWindows Foras PR cvaride b GeAHastodett
-0 Syatain sind pasbic vood Takboe Messasgeldessce m;:
= 0 SHEService posblic vd Takoebesssgeiorb=[1b);
= Wl SHESerion. e parbic overnide stbring ToSbring;
= =3 Re&f:nnes If Fieakis
i Logger prevate Sk paanGink;
ekl privata Sinng message Ty pe;
@ - SMECor b prvabe SikCollsction sinkiCol;
& -5 Swetem ) privebe SouceColedion soureeCol;
H L System. Configuration, frctall
+ - System, Servaeffocess pubds chiss BrokerCalection : ColectionBaks
= €} - i
& S oHoedkds '.:.".u..:”-';;iu Colle-ctinni )
r r e
= 4} SMESerdos pashiic ik A oS ohes wadoe);
# “fi Broker pashlie bavod 1 b adnds i S ok b s i:
H “HE UroberCollaction pasblic ind TndbenO R Brober walee);
e somphony pashlie vied TnscrEnt Fades, Sroses woloed:
= Py EKE protected owerride woid Ondmeertlint indes, objed: valus];
i : g s protected oreiride woid TR ssnen wes nt mces, oogect wakels
@ “ Configlocks protected ovemide woid OnSetint indes, chiec: oidvaloe, chied newvaluel
M i Constants prokected oremide wokd Onealidate{ob jeo vados];
H % Projeckinctalier public void Remowe{Ercher wakse )
= [_J Aegapces : I Froperties
nll SMESareios Brokar Mansgas sasmirces pubiic Broker this{int index] { get; s=t; b
o] SMSSEreoE Py o Rt et alitr Asources
& | L putdc clrcs BrokerCHoeption ; Eroestion
i
Mamespasos ChvilDerwice T et s

parbic Broloer CHoe pbso T ng mesl;

I Froperte:
parblc overnde string Message | get; B

22



= CAWINDOWSsy=temINcmd. exe

SMBService.exe (I)- Netstat
command

Opens port
1001
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ctive Connections

Froto
TGH
TCP
TCP
TCP
TGP
TGEE
TGP
TCP
TCP
TCP
TGEE
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lpmiecat tnea:1H4H 2Y.6h.bl.22:hER GLORE_ LT

lomecat inea: 1 @846 c=24-16-18%9-1 . hadl .ca.concazt . net: 2987 ESTRELIS



SMBService.exe (ll) -

File Opkions  Wiew Process Find DLL

: ol | [B) |

Y Process Explorer - Sysinternals: www.sysinternals.com

Users Help
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= J explorer.exe

CPU  Deszcription
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pProcess

Generic Hozt Process for Win3z
bicrozoft Agent Server
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SMBService.exe (lll) -
‘L Sysinternals Filemon

Writing file action
(C:/debug.txt)

& File Monitor - Sysinternals: www.sysinternals.cus:

Fie Edit Options Yolmes Help

B Time Process Request Path Result (ther

A3 202528 T SMBService.exe 3356 OPEN C:lebug tat SUCCESS Optiong; Openlf Access Al
R0 202528 T SMBSewvice.exe 3356 QUERY INFORMATION  C\debug SUCCESS Length: 3400

ARl 202528 T SMBServiceexe 3356 WRITE C:lebug et SUCCESS (ffzet 3400 Length: 25
R 202528 @ SMBService.exer 336 CLOSE C:\lebug tut SUCCESS
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i Conclusions

= Reverse engineering code source or binary
software

= Objectives:
> Dealing with complexity
~ Generating alternate views
~ Recover lost information
» Detect side effects
> Synthesize higher abstractions
~ Facilitate reuse



‘L Why reverse engineering?

= Because you can!

= Have a goal!
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i Project Shopping Demo

- CodeSurfer
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