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BoogiePL example

function max(a:int, b:int) returns (m:int);

axiom (∀a:int, b:int :: max(a,b) ≥ a ∧ max(a,b) ≥ b);

procedure Max(array:[int]int, length:int) returns (m:int);
requires (0 < length);
ensures (∀k:int :: 0 ≤ k ∧ k < length −→ array[k] ≤ m);

implementation Max(array:[int]int, length:int) returns (m:int)
{ var p:int; m := 0; p := 0;

while (p < length)
invariant (∀k:int :: 0 ≤ k ∧ k < p −→ array[k] ≤ m);
{

m := max(m, array[p]);
p := p + 1;
}
}
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Internal transformation

requires (0 < length);
m := 0; p := 0;
while (p < length)

invariant (∀k:int :: 0 ≤ k ∧ k < p −→ array[k] ≤ m);

Init:
assume 0 < length;
assert (∀k:int :: 0 ≤ k ∧ k < 0 −→ array[k] ≤ 0);
goto LoopHead;

LoopHead:
assume 0 ≤ p0;
assume (∀k:int :: 0 ≤ k ∧ k < p0 −→ array[k] ≤ m0);
goto LoopDone, LoopBody;
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VC generation

Init:
assume 0 < length;
assert (∀k:int :: 0 ≤ k ∧ k < 0 −→ array[k] ≤ 0);
goto LoopHead;

A1 ≡ block(11,5) True −→
0 < length −→
assert(13,5) (∀k : int :: 0 ≤ k ∧ k < 0 −→ array[k] ≤ 0)∧
LoopHeadcorrect −→
Initcorrect

complete VC: A1 ∧ . . . ∧ An −→ Initcorrect
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The HOL-Boogie approach

take a VC generated by Boogie

split the VC into subgoals for each
assertion

apply an SMT solver (Z3) or some
Isabelle tactics to every subgoal

remaining subgoals: interactive
proofs in Isabelle/HOL

Expectation (and experience):

SMT solvers and Isabelle tactics discharge most subgoals

remaing subgoals are usually the critical ones (incorrect or
complicated)
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Integration of SMT solvers

Currently:

oracle mechanism (i.e. without verification by Isabelle)

proof reconstruction is work in progress

supported solvers: Z3 and any SMT solver understanding the
standardized SMT-LIB format

Challenges:

preserve semantics

pass through solver instrumentation from Boogie:

triggers: instances for quantifier instantiation

efficiency
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Back to automated tools

C code with
specification
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verification
condition
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condition
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subgoals

Specifications get easily wrong:

incorrect function contracts

missing loop invariants

...

How does Boogie respond?
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Back to automated tools

Boogie error message

max.bpl(12,3): Error: A postcondition might not hold at this
return statement.

max.bpl(6,3): Related location: This is the postcondition that
might not hold.

Execution trace:
max.bpl(11,5): Init
max.bpl(12,3): LoopHead
max.bpl(12,3): LoopDone

How to find the cause for the error?
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HOL-Boogie: Debugging annotations
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HOL-Boogie: Debugging annotations

complete “execution path” available

“execution path” and subgoals are related to the source code

block(11,5) True −→

0 < length −→
(∀i . 0 ≤ i ∧ i < 0 −→ array [i ] ≤ 0) −→

block(12,3) True −→

0 ≤ p0 −→
(∀i . 0 ≤ i ∧ i < p0 −→ array [i ] ≤ m0) −→

block(12,3) True −→

p0 ≥ length −→

assert(6,3)

(∀i . 0 ≤ i ∧ i < length −→ array [i ] ≤ m0)
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HOL-Boogie: Verifying C programs

C code with
specification

VCC

Boogie

BoogiePL

Z3

verification
condition

“verified”/“error”

HOL-Boogie

verification
condition

Z3

subgoals

Same approach, but with specifics of C:

explicit memory and ghost memory

explicit control flow

explicit checks for arithmetic
overflows, null-pointer
dereferencing, ...

large background theory (around
900 axioms):

x64 bitvector model
C memory model
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Conclusion

HOL-Boogie:

interactive backend for Boogie

uses automated solvers, especially SMT solvers (Z3)

Advantages:

HOL-Boogie overcomes incompleteness of automated tools

HOL-Boogie helps to debug and verify complex specifications

labels make interactive proofs manageable

Future work:

larger case studies: linked lists, quicksort, red-black-trees

improved user interface: specialized tactics, structural labels

improved SMT solver binding
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