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Fakulẗat für Informatik, TU München,

schaetz@in.tum.de

Abstract

Embedded software systems are increasingly con-
structed using interacting functionalities, leading to
the development of networks of communicating soft-
ware components distributed over connected proces-
sors. At the same time, the growing complexitiy of
the functionality as well as the increase in variations
caused by product lines requires a modular develop-
ment process. As repeatedly witnessed, e.g., in embed-
ded automotive applications, without a suitable notion
of interface specifications, integration faults are often
only detected after deployment. Here, timed interface
specifications can be used to simplify a modular devel-
opment process, including mechanic checks for con-
sistent modular composition.

1 Introduction

When dealing with real-time software, the value of a
variable or the occurrence of an event depends essen-
tially on the timing of that value or occurrence; e.g.,
a measurement of the position of a crank shaft is only
meaningful shortly after the measurement; similarly,
detecting the pressing of a button is only meaningful
shortly after this event. Therefore, in the following,
signalsin form of a timed functions – i.e., a function
over time values – are used to combine the time and
value dimension of a variable or an event; e.g., a sig-
nal describing a variable is a function mapping a time
value to the value of the variable at that time.

When analyzing timing properties of a real-time
system, a central aspect is the timeliness of the ex-
change of signals: Using an outdated value of a vari-
able, e.g., the position of the crank shaft, may lead to
the computation of a wrong value, e.g., the time of ig-
nition; analogously, missing an event, e.g., the firing
of a crash sensor, may lead to a wrong reaction, e.g.,
leaving an airbag unfired. Thus, an integral part of
the functional correctness of a real-time system is the
timeliness of production and consumption of signals.

As in general the validity of a signal is character-
ized by time points or intervals, it can be conveniently
described by timed automata [1]. In the following we
useschedules of signalsas a special form of timed
automata to describe such signals. Since embedded
software is generally built upon variants of periodic
behavior, we useperiodic behavior as the elemen-
tary blocksof schedules; by using parallel and sequen-
tial composition, we support more complex forms like
parallel schedulesandmode-based schedules.

Due to the increasing size of embedded systems,
modularity of design has become a major issue in the
development of deeply embedded systems. In hard
real-time systems, the timing of signals is an integral
aspect of the interface of a component. Therefore, we
introduce ‘interface types’ for embedded components
including thecompatibility of the timing of signals.
Similar to type consistency rules for syntactic compat-
ibility, we supply a notion ofmechanically checkable
interface compatibilityaccessible to standard model
checkers for timed automata.

1.1 Motivation

Our approach aims at the problems occurring during
the integration phase of embedded real-time compo-
nents. Currently, integration is one of the problematic
phases in domains like avionics or automotive. Ac-
cording to the state of the art, (timing) compatibility of
embedded components is often established by testing,
with varying degrees of success. Present approaches,
e.g.,AUTOSAR [8] address this issue by introducing
syntactic notions of component interfaces as well as
technical infrastructure to ease modular implementa-
tion and integration of components.

For a more substantial improvement, it is essen-
tial to include functional timing aspectswith interface
descriptions of components and tomove compatibility
issues from the integration to the design phase. To en-
sure timing compatibility of hard real-time embedded
systems during the constructive phase, similar to tra-
ditional type consistency, weadd the timing aspects
of the communication as part of the interface speci-



Direction Id Class δt Byte Bit Name Function Length

In 0x003 cyclic 100 0 6 ZV SCHL A Central Locking 2
00 (Hold), 01 (Lock)
10 (Unlock), 11(Invalid)

In 0x020 cyclic 100 0 0 BATT Voltage 5V – 18V, 0.1 V 8
Out 0x6fe sporadic 0 0 B LOW SEAT Low volt. for seat mov. 1

1 B LOW KEY Low volt. for lock. 1
...

...
...

...
...

...
...

...
...

Table 1. Technical Description of Control Unit Interfaces

fication of the components,ensure the compositional
compatibilitybetween components based on the archi-
tecture of the system, and finallyestablish the inter-
face compatibilitybetween the interface of a compo-
nent and its internal realization. As all these steps are
performed during the constructive phases of the de-
velopment process, costly design errors are detected
earlier, leading to increased efficiency and quality.

Using timed interfaces allows to factor out the ver-
ification of the timing aspects of the communication
by means of abstraction. Similar to traditional type
checking, analysing timing consistency allows to es-
tablish a basic soundness property of a system (‘no
timing conflicts in communication’). Additionally, the
checking procedure can be mechanized to support au-
tomatic verification of the timing consistency, using,
e.g., temporal model checkers like UPPAAL [3].

1.2 Signal-Based Communication

In a state-basedapproach, communication is per-
formed viashared variables. It is commonly used to
model the computational aspects of embedded behav-
ior (e.g., compute the amount of fuel injected), related
to the control-oriented aspects of the system (e.g., en-
gine control). Generally, update-frequencies for vari-
ables are introduced, leading to a discrete-time model
of computation. However, shared variables provide
little means of synchronization: unless the value of a
variable is changed by the writing process, the reading
process cannot detect a write action (e.g., if the same
value is written again). This model is most used in
tools like ASCET-SD [6].

In contrast, in aevent-based approach, commu-
nication is performed viamessage-exchange. Here,
communication events support direct synchronization:
the receiving process waits for an input event to occur
until the sending process performs an output event. To
ensure timeliness of interaction, generally, timers are
used. The event-based approach is commonly used to
model the interactive behavior (e.g., control window

movement), related to the reactive aspects of the sys-
tem (e.g., chassis electronics). It is used in tools like
Rhapsody for MicroC [9].

In the following, we use asignal-basedapproach,
which allows to treat both approaches as special
cases. In the signal-based approach, communication
is achieved by exchange of signals. Therefore, in con-
trast to a variable-based approach, explicit synchro-
nization can be used when analyzing the timeliness of
communication. Furthermore, signals remain avail-
able until invalidated. Thus, in contrast to a message-
based approach, a signal remains accessible until it
is consumed by the receiver or invalidated by the
sender. This model supports an integrated description
for state-based and event-based communication as the
main paradigms used in embedded real-time systems.

Signal-based behavior can be formalized by a
continuous-time version of the model used in [11], us-
ing partiality to explicitly describe the consumption of
signals.

2 Timed Interface Descriptions
In this section, we introduceschedulesas the basic ab-
straction formalism to support the mechanical analysis
of timing properties of an embedded system. Commu-
nication schedules have been traditionally used to de-
scribe and coordinate communication via shared me-
dia (e.g., CAN,TTP). Table 1 shows a tabular descrip-
tion of a CAN schedule for an automotive electronic
control unit [10]. While there schedules describe a
technical implementation, here they are a part of the
interface description of components on the level of the
logical architecture. By adding schedules to an inter-
face description, it does not only describe static as-
pects (i.e., name and type of ports) of a component,
but also includes the timing of its interaction (i.e., a
when signal must be sent/received).

The notion of aport schedulecovers basic timing
properties found on the technical level. However, the
timing aspects of a signal do not only depend on the
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Figure 1. Periodic Timed (π, δ) Event Input, State Output, State Input, and Event Output Port

period of a signal, but also on thedirection (i.e., in-
put or output) of the port the signal is associated with
as well as thefunctionality of the signal (i.e., state
signal vs. event signal). Therefore,signal schedules
are introduced as an adaption of port schedules espe-
cially suitable for embedded systems. Based on sig-
nal schedules, we introducerange schedulesfor time
ranges,interface schedulesfor a combination of port-
based schedules, andmode schedulesfor complex be-
havior based on operation modes.

2.1 Port Schedules

Embedded software is generally built upon period-
ically activated tasks, invoked unconditionally (e.g.,
speed measurement activated every 500 ms) or when-
ever an event occurred within a certain period (e.g.,
ignition time checked every 2 ms to fire on a crank-
synchronous signal). Thus, we useperiodic signalsas
the basic elements to describe the (abstracted) behav-
ior of a system. In order to ensure the timeliness of
production and consumption of signals, in most cases
it is not necessary to look at concrete values of the
communicated signals; timing properties often depend
on classes of values. For simplicity, in the following,
we only check for absence/presence of a signal.

In the most simple form, a communication sched-
ule for a component can be defined independently for
all ports of the components. A standard behavior con-
sists of repeatedly performing an interaction; the de-
lay between those equidistant interactions is calledpe-
riod. Additionally, the start of the periodic interaction
offset by aphase. To describe this basic interaction, a
port scheduleis associated to a port, with periodπ and
phaseδ. Intuitively, a period-phase port schedule re-
quires that an interaction may only take place at points
t in time with t = n× π + δ for everyn ∈ N.

The left-most automaton in Figure 1 shows the be-
havior associated to an input portin with schedule
(π, δ), carrying an event-based signal. The automa-
ton in uses a time variablecin to formalize the tim-
ing conditions defined by the schedule. Locationinit
characterizes the state when the schedule is still delay-

ing interactions (cin ≤ δ) as defined by phaseδ; fur-
thermore, locationwait characterizes the state when
the schedule is the phase of repeatedly performing an
interaction (cin ≤ π) as defined by periodπ. Since
those port schedules are used in a type-like fashion
to construct more complex schedules, the correspond-
ing automata define interface locations (e.g.,init and
wait) for activation and termination. The transitions
from init to wait correspond to the first (possible) in-
teraction occurring at timeδ. Each transition – con-
sisting of precondition, input, output, and postcondi-
tion – corresponds to either an input of an event signal
(cin = δ : in? :: cin = 0) at time pointδ, or the ab-
sence of such an input event (cin = δ ::: cin = 0) at
that time. Similarly, the feed-back loops of the state
wait correspond to the repeated (possible) occurrence
of an input event at each period.

The second-left automaton of Figure 1 character-
izes the behavior of a state output portout with sched-
ule (π, δ). It is defined similarly to the event input
port, substituting input actions by output actions (e.g.,
cout = π :: out! : cout = 0.). As the interactions are
required to occur, transitions to skip interactions (e.g.,
cout = π :: cout = 0, resp.) are missing.

2.2 Signal Schedules

The interaction occurring at a port does not only de-
pend on the timing parameters of a schedule (i.e.,π
andδ), but also on the direction of the port (input or
output) as well as the kind of signal communicated
(state-signal or event-signal), resulting from the func-
tional aspect to the distinction between state-signals
and event-signals. While state-signals generally cor-
respond tovaluesused in thecomputationalpart of
the behavior, event-signals often correspond tocom-
mandsused in thereactivepart of the behavior.

To that end, the concept ofsignal schedulesas a
special form of port schedules is introduced. A signal
schedule covers thefunctional aspectof a signal; i.e.,
a signal schedule also addressed the question how a
signal is used when defining the behavior of a system.
We distinguish between



astate input port used as input for computations; it
must always hold a valid signal when the component
can read that port.

anevent input port used to trigger reactive behavior;
it may hold a valid signal when the component can
read that port.

astate output port used as output of computations; it
must always hold a valid signal when the component
can write that port.

anevent output port used to communicate events; it
may hold a valid signal when the component can
write that port.

The behavior of state input ports and event output
ports is shown in the right side of Figure 1.

Obviously, ports with different port schedules may
be compatible: an event input port with higher period
can be linked to an event output port with a lower fre-
quency without loss of information. In contrast, even
ports with the same port schedule are not compati-
ble if using different signals: an event output linked
to a state input port may lead to inaccurate compu-
tations if the state signal is updated less frequently
by the sender than assumed by the reader. This dif-
ferent nature of signals is reflected in approaches like
CARTRONIC [7]. There, signals are distinguished con-
cerning whether they are issued or required as well as
whether they represent a command or an information.

2.3 Range, Interface, and Mode Schedules

Signal schedules use a precise timing of interaction,
leaving little implementation freedom. For more flex-
ibility, less rigid schedules are needed, definingranges
of time. As in practical applications often a signal is
valid for a certain duration,range schedules– for both
state and event signals – require that signals are ex-
changed between the beginning and the end of a pe-
riod rather than exactly at its beginning.

So far, schedules describe interactions occurring at
a single port of a component. As, in general, we are
interested in describing the complete interface when
analyzing its interactions, we useinterface schedules
to describe a component communicating via multiple
ports according to their signal schedules. To formalize
the definition of an interface schedule, parallel com-
position of timed automata (with interface locations)
is used. The activation of the interface automaton
through its entry locations corresponds to the joint ac-
tivation of the signal automata through their entry lo-
cation connectors; their joint deactivation corresponds
to the deactivation of the component.

Based on the notion of simple periodic sched-
ules, more complex schedules are constructed using
modes. Especially embedded systems often make use

of modes of operation (e.g., configuration mode, de-
graded mode). While the behavior of such a system is
mostly rather homogeneous within a mode of opera-
tion, it differs substantially between those modes, in-
cluding their schedules (e.g., sparse interaction in the
stand-by mode, dense interaction in standard mode).
Using hierarchic forms of timed automata allowing
arbitrary mixtures of parallel and sequential compo-
sitions, mode schedulesare formalized; those mode
schedules cover, e.g., the interaction schedules of
Mode Transition and Data Flow Diagrams [2].

3 Consistency

By explicitly adding timing information to interface
descriptions, we can check whether the timing of the
interactions of two components is compatible, and
whether a component meets the timing conditions im-
posed by its interface. To that end, the notion ofcon-
sistencyof timed interfaces is introduced, to avoid loss
or lack of signals when composing components, cor-
responding to the notion of consistency used in [11].
Since we are interested in the availability of valid sig-
nals, we separate different causes of inconsistency,
distinguishing loss of signal (i.e., an event signal not
read in time and thus lost by overwriting it) and lack
of signal (i.e., a state signal not issued in time causing
use of outdated information).

3.1 Compositional Consistency of Interfaces

Signal schedules can be interpreted as contracts be-
tween a component and its environment:
State input port: The environment provides a signal

whenever the component requests a signal accord-
ing to the schedule.

State output port: The component provides a signal
whenever the environment requests a signal accord-
ing to the schedule.

Event input port: The component consumes a sig-
nal whenever the environment supplies a signal ac-
cording to the schedule.

Event output port: The environment consumes a
signal whenever the component supplies a signal ac-
cording to the schedule.

While event input ports and state output ports of-
fer guarantees about the signals consumed or pro-
duced without imposing requirements about the en-
vironment, state input ports and event output ports re-
quire the environment to produce or consume signals
in time. If the environment does not respect this,read
loss(i.e, receiver expects sender to provide a valid sig-
nal but sender does not perform a signal update) or
write loss(i.e., sender expects receiver to consume an
event but receiver ignores it) may occur.
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Figure 2. Completion of State and Event Signals

To ensure that no information is lost between com-
municating components, we use the notion ofcom-
patibility of components, stating that the contracts de-
fined by their interface schedules agree on those ports
linked by channels. To check the compatibility of in-
terface schedules, we extend their descriptions tode-
tect possible incompatibilities. As shown in Figure 2 ,
we add failure locationsfailr andfaild to the timed au-
tomata describing the interface schedules of an input
state and an input event port:
Delay Failure Location faild indicates that a valid

signal was required by the component but not sup-
plied by the environment. A delay transition is
activated if the component unsucessfully tries to
enforce a readaction. It connects every location
to faild; its triggering condition is the negation of
the conjunction of all delay transitions enabled in
this location (including all implicit transitions rep-
resented by the invariant condition of the location).
As shown, e.g., in the second automaton of Figure
2, locationinit is extended with a delay transition
cin = δ :::. Its (simplified) triggering condition
cin = δ corresponds to the negation ofcin < δ of
the implicit transition.

Read Failure Location failr indicates that a valid
signal was supplied by the environment but not con-
sumed by the component. A read transition is acti-
vated when the component unsuccessfully tries to
enforce a delayaction. Analogously to the delay
case, for each location, a read transition (i.e., a tran-
sition with synchronization labelin?) is added from
this location tofailr; its triggering condition is the
negation of the conjunction of all read transitions
enabled in this location.

Similary, we add failure locations and corresponding
transitions to extend output schedules:
Write Failure Location failw corresponds to those

situations when a valid signal is required by the en-
vironment but not supplied by the component.

Delay Failure Location faild corresponds to those
situations when a valid signal is supplied by the

component but not consumed by the environment.
This canonical extension is not restricted to state/event
ports but applies to arbitrary timed automata with di-
rected synchronization labels (i.e., labels that are ei-
ther read or write labels) including range, interface,
and mode schedules. Signal loss may occur if the ex-
tended schedule can reach a failure location. To check
for compatibility of components, we construct the ex-
tended schedules of all components, compose these
schedules in parallel usingsymmetric synchronization
on read/write labels, and check whether an interface
schedule reaches a failure location if executed in com-
bination with the other interface schedules.

Loss or lack of information occurs if either the
sending or the receiving component can reach a failure
location. Based on the kind of failure location, further-
more the class of the error (possible loss of event in
case offailr in receiver/faild in sender, possible lack of
data in case offaild in receiver/failw in sender) is iden-
tified. Note that not all failure locations represent a
relevant loss of information when linking ports. E.g.,
a state signal updated more often by the sender than
required by the receiver may not impose a problem;
then it suffices to check whether the reached read fail-
ure location is contained in a state input port schedule.

3.2 Abstraction Consistency of Interfaces

To show that a component meets the requirements im-
posed by its interface description, we ensure that
• the component only requires to read some input

from the environment when the interface descrip-
tion requires to read that input

• the component at least guarantees to read some in-
put from the environment when the interface de-
scription guarantees to read that input

• the component only guarantees to produce some
output to the environment when the interface de-
scription guarantees to produce that output

• the component only requires to produce output to
the environment when the interface description re-
quires to



When considered from the functional point of view, a
component behavior observes events at least as often
as defined by the interface description, but it does not
assume more updates of state signal as defined by the
interface description; similarly, it updates state signals
at least as often as defined by the interface description,
but does not produce events more often than defined
by the interface description.

To check for consistency between a component
and its interface description, we extended the inter-
face description as defined above and compose it in
parallel with the automaton describing the behavior
of the component, usingdirect synchronizationon the
read and write actions. The behavior of the compo-
nent is inconsistent with the interface description if a
failure location is reached. Analogously to composi-
tion consistency, based on the kind of failure location
the class of the error is identified (possible loss of ob-
served event in case offaild in input signal, possible
lack of observed state in case offailr in input signal,
possible lack of provided data in case offaild in out-
put signal, possible loss of provided event in case of
failw in output signal). Note that abstraction consis-
tency establishes a compositional refinement relation
between an abstract and a concrete behavior. Thus it
can be used to modularize the consistency check of hi-
erarchic systems by establishing a refinement relation
between the interface description of a component and
the interface description of its sub-components.

4 Conclusion and Related Work

State-of-the-art descriptions of interfaces of (embed-
ded) software components focus on static information
(e.g., type, range) of exchanged information. To ef-
fectively cope with system faults arising during inte-
gration, however, timing information must be added
to interface descriptions. By furthermore adding the
functional dimension of event and state signals, typ-
ical faults (loss of events, lack of state updates) can
be mechanically identified at the level of the logical
architecture, ensuring interface descriptions that pro-
vide the necessary information for a sound integration
on the technical level with process- and bus-schedules.

Behavioral interface descriptions, notions of com-
patibility and refinement have been investigated in ap-
proaches like [4], or [5], however focusing on block-
ing communication in general. In contrast, here we
focus on event- and signal-based communication and
avoidance of lack or loss of signals. Canonical com-
pletion of temporal automata has, e.g., been used in
[3], however, focusing on simulation relations be-
tween abstract and a concrete timed automata. Here,
based on the functional dimension of signal schedules,

we use a finer form of completion, suitable for com-
position and abstraction consistency.

Similar to these approaches, the approach pre-
sented here focuses on the mechanical support by
standard model checkers, specifically addressing the
requirements of embedded systems. To automatically
perform its consistency analysis steps, [3] is used,
translating schedules to synchronized timed automata
and describing the consistency conditions as safety
properties ensuring the unreachability of failure loca-
tions; inconsistencies are described graphically by ex-
ecutions leading to failure locations.
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