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Motiv ation

o Defect-detection techniques (reviews, tests, ...) are still
the most important methods for the improvement of
software quality

# Costs for such techniques are signi cant. According to
Myers (1979) 50% of the total development costs are
caused by testing. Jones (1987) assigns 30 — 40% to
guality assurance and defect removal.

°

Optimisation in this area can save money!

# Two possibilities:

1. Develop new and better defect-detection techniques
2. Use existing techniques in an optimal way
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Quality Costs

# Quality costs are all costs associated with
s preventing,
s nding,
s and correcting defective work

# Original models are derived from the manufacturing
area

® Division into conformance and nonconformance costs

® There are derived metrics:
» Return on Software Quality (ROSQ)

» Net Present Value of the Software Quality Cash
Flows (NPVCF)

o ...
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Quality Cost Types

cost of quality

T T

conformance nonconformance
prevention costs appraisal costs internal failure  external failure
setup execution fault removal support  compensation
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Overview

# How can we describe the relationships between the
cost types?

How do we measure them?

°

# Suitable to compare different defect-detection
techniques

°

Direct measurements as far as possible

#® Estimations on the basis of the MTTF of faults and the
severity of its consequences

# Predictions using software reliability models
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Directl y Measurab le Costs

# Costs that can be directly measured or estimated
accurately during the usage of a defect-detection
technique

# Fixed initial investments: setup costs (Csetup)

s tools,
o workstations, ...

# Dynamic part of the appraisal costs: execution costs

(cexec(P))
s mainly personnel costs

s hardware usage
# Fault removal costs for found faults (cremv(p))
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Directl y Measurab le Costs — Co

#® Direct costs are the sum for all periods where the
defect-detection technigue was used.

# D represents the average cost of capital

_ P cexec(P+ cremv(P).
Cdirect = Csetup ™ p=0 A+D)’ -
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Prediction Using a Reliability Model

External failure costs can only be predicted

°

® Otherwise we'd have to wait until the end of the
software life cycle

o External failure costs depend on the residual faults or
the failure behaviour during operation

# For cost prediction also the severity is interesting

#® There are two ways:

s analysis of failure behaviour separately for each
severity class

s estimation of the fraction of each severity class of
the total number of failures
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Prediction — Cont.

# The latter approach allows more precise predictions of
the failure behaviour because more sample data is
available

# Software reliability models typically use
time-between-failure (TBF) data of the software to
estimate the current reliability and predict the future
failure behaviour

# We can use any existing reliability model that is able to
yield the mean number of experienced failures up to
time t, often denoted as (t)
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Prediction — Cont.

# The number of experienced failures in each period p is
then

TP = (tp) (tp 1);
where tp Is the time to the end of period p and t, 1 Is the
end of period p 1.

® Some models use execution time instead of calendar
time which makes a conversion necessary
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Prediction — Cont.

# Fraction of a severity class s. P(S)
#® Average cost of an external failure of severity class s:
Cext(S)
# The future costs are then
_ Py " o1 f(DP(8)Cayt(9) .
“fut = i=n (T+D) ’
where n is the period in which we start the prediction, u is

the upper limit of the prediction periods, and S is the highest

severity class.
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Estimation Using Expert Opinion

#® Defect-detection Techniques also generate revenues by
avoiding failure costs

#® They can only be estimated by expert opinion
#® Those costs never actually occur

# Saved external failure costs that are saved by nding
and removing faults before releasing the software to the
customer

# Same cost categories as above

® Basis are estimates for each fault
s mean time to failure (MTTF)
s severity of failure
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Estimation — Cont.

MTTF allows an estimation when the failure would have
occurred

Severity allows an estimation of the costs that would
have occurred

These information are suf cient to calculate the
revenues

_ Py cremv* csup®+ ccomp()
= I=n (1+ D) ,

where n is the period after the usage of the defect-detec-

tion technique, u is the upper limit of the estimation periods,

Cremv are again the fault removal costs, csyp the support

costs, and ccomp Possible compensation costs.
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Quality Economics

Using the metrics established so far, the calculation of
the guality economics is straight-forward

We have
the directly measurable costs from the usage,

the predicted future costs during operation,
and the estimated revenues from saved costs

Therefore, the net present value of the cash o ws
(NPVCF) is:

NPVCF=r1 " Cyirect Stut:
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Characteristics for a Technique

How can we characterise a defect-detection technique
In general?

Future costs contain costs for different techniques
Revenues and direct costs are characteristic cash o ws

Those cash o ws in relation to the effort spent for the
technigue result in a characteristic curve

Starting with negative cash o ws from initial
Investments

With further effort it becomes positive as faults are
found

Finally, it reaches an area of satisfaction where it
becomes more and more dif cult to nd faults

Similar to the so-called S-curve of software testing
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Characteristic Cash Flows

Cash Flows,

Effort




Problems

Establishment of such curves for different technigues
requires extensive measurement experiments

Curves from different project must be normalised
because of

different software sizes

different programming languages

different tester experiences

Investigation on which factors the curves depend are
necessary
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Example Application

Test data from a eld study

Three-year project in the military domain
Failure costs are hypothetical

Analysis of a late phase of system testing

Later defect reports are basis of the prediction of future
failure behaviour

The direct costs are given by:

— 44,800 _ : .
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Future Costs

Fractions of the severity classes and corresponding
costs

1. 0.9, 500

2. 0.05, 500
3.
4
5

0.03, 20,000

. 0.019, 500,000
. 0.001, 1,000,000

TBF data was fed into the reliability tool SMERFS
SMERFS recommended the Musa-Okumoto model

This resulted in the following number of failures per year
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Future Cost — Cont.

Failures
1.95
0.62
0.38
0.28
0.22 |cq,p = 3988376
0.18
0.15
0.13
0.12
0.10
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Revenues

Fault | MTTF Severity Period Cremv Csup Ccomp

11 1,000 1 1 200 | 10,000 0

2 10 1 1 100 | 1,000 0

3 100 1 1 200 | 2,000 0

4 | 2,000 3 1 200 | 1,500 | 10,000

S} 100 1 1 300 | 1,000 0
r=1/341763

NPVCF = 17341763 9266667 3988376= 40,86520
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Total Cash Flows
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Conclusions

Model of quality economics for defect-detection
technigues based on

direct measurement,
prediction using software reliability models,
and estimation using expert opinion

Expert opinion uses MTTF and severity of failures to aid
estimations

Concept of a characteristic curve for a technigue

Future work includes
Combination of different techniques
Incorporation of maintenance costs
Quanti cation of lost sales, annoyed customers, ...
Application to concrete defect-detection techniques
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