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Motiv ation

Defect-detection techniques (reviews, tests, . . . ) are still
the most important methods for the improvement of
software quality

Costs for such techniques are signi�cant. According to
Myers (1979) 50% of the total development costs are
caused by testing. Jones (1987) assigns 30 – 40% to
quality assurance and defect removal.

Optimisation in this area can save money!

Two possibilities:
1. Develop new and better defect-detection techniques
2. Use existing techniques in an optimal way
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Model-Based Development

Model-based development is a paradigm for system
development that includes explicit and operational
descriptions of the relevant entities that occur during
development in terms of both product and process.

Domain-speci�c (possibly graphical) language used for
software modeling

Explicit process model describes the activities during
the development

Provides product model that can be instantiated to
model the software

Models allow an early analysis of the software
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Example of Models

In the following a model-based approach similar to
ROOM, AutoFocus, or UML-RT is assumed.

Components / structured classes and state machines

C1class

P1 P2

P3
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Fault Proness

Which components contain probably the most faults?

Two approaches:
estimative
classi�cation

Classi�cation approach can, for example, classify into
low-fault and high-fault components

Typically based on complexity metrics
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Comple xity Metrics

Well-known metrics for code (McCabe, Halstead, . . . )

Also design metrics (especially object-oriented) of
which some are good predictors for fault proneness

But these are only for class diagrams

All these metrics can also be seen as a kind of size
measurement

We extend and adapt those metrics to models as
described before

This allows an early concentration and planning of
quality assurance
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Appr oach – I

Classi�cation approach

Classifying components into complexity levels LC

For example: LC = f high ; low g

Classi�cation based on metrics suite that measures
structural complexity
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Appr oach – II

1. Use metrics suite on suf�cient detailed software design
model

2. Identify extreme values for each metric

3. Assign complexity level high to the components with
extreme values in at least one of the metrics

4. Assign level low to the others
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Number of Parts

De�ned for structured classes

More parts need more coordination and imply more
dependencies

NOP is the number of direct parts CP
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Number of Required Interfaces

Substitute for Coupling Between Objects that does not
represent the concept of coupling appropriatly

Reduces ambiguity by giving clear direction of coupling

Required interfaces represent the usage of other
classes

NRI is the number of required interfaces I R
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Number of Provided Interfaces

Other direction of interfaces

NPI is the number of provided interfaces I P

NOP = 3
NRI = 2
NPI = 2

C1

C1class

P1 P2

P3
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State Machine Comple xity

State machines are behaviour descriptions

Using McCabe's Cyclomatic Complexity lifted to models

Based on a control �o w
Vertices represent transitions, atomic expressions of
guard conditions, and event triggers of transitions
Arcs represent the change in the control �o w

The cyclomatic complexity of the state machine (CCS)
is then calculated by CCS = e� n + 2

Without using the �o w graph: CCS = jTj + jE j + jAGj + 2

Problem: Level of abstraction of the state machine
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State Machine Example

S4

S3

S2

S1

Cyclomatic Complexity = 14

v(G) = e - n + 2
v(G) = 46 - 34 + 2

Number of Nodes: 34
Number of Edges: 46

e3 [g2] e4

e2 [g1] / a1

e5 [g3 && g4] / a2

(b)(a)

e2 [g1] / a1

e3 [g2]

e4

e5 [g3 && g4]
/ a2
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Adapted Metrics

Two of the metrics from Chidamber and Kemerer (1994)
were found to be good predictors of fault-proneness in
Basili, Briand, and Melo (1996) and are suitable for the
models under consideration

Depth of Inheritance Tree
Maximal number of classes from which a the class
inherits
Needs a class diagram with inheritance

Number of Children
Number of direct children in the inheritance tree
Also needs diagram that shows inheritance
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Metrics Suite

Name Abbr. Calculation
Depth of Inheritance Tree DIT max(depth(T; c))
Number of Children NOC jCdj
Number of Parts NOP jCpj
Number of Required Interfaces NRI jI r j
Number of Provided Interfaces NPI jI pj
State machine Complexity CCS jTj + jE j + jAGj + 2
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MOST NetworkMaster

Using data from a project with an automotive
manufacturer

MOST NetworkMaster is a network controller of an
infotainment system in the automobile

A model for the NetworkMaster was built in AutoFocus
and a C implementation was tested with several
techniques
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Composite Structure

classNetworkMaster

RegistryMgr
RequestMgr

Merge

MonitoringMgr

Divide
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Results

Class DIT NOC NOP NRI NPI CCS
NetworkMaster 0 0 5 4 4 0
Divide 0 0 0 1 3 11
Merge 0 0 0 3 1 8
MonitoringMgr 0 0 0 2 1 0
RequestMgr 0 0 0 2 1 14
RegistryMgr 0 0 0 4 7 197

RegistryMgr has extreme values and hence level high

Out of 24 faults, 21 could be attributed to the
RegistryMgr

Hence, the approach classi�ed the classes correct
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Discussion

Another case study was conducted (further planned)

Second case study also con�r med that our approach
classi�es the components correctly

A correlation analysis between the single metrics
showed only little correlation

Also the correlation between the metrics and the
number of faults is low, only CCS reached a value of :53

CCS has the most in�uence
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Conc lusions

Classi�cation approach to the identi�cation of
fault-prone components

Adaption of object-oriented metrics

Lifting of cyclomatic complexity to state machine models

Application to two case studies con�r med correct
classi�cation

Further experimental work is planned to further validate
the approach
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