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Motiv ation

o Defect-detection techniques (reviews, tests, ...) are still
the most important methods for the improvement of
software quality

# Costs for such techniques are signi cant. According to
Myers (1979) 50% of the total development costs are
caused by testing. Jones (1987) assigns 30 — 40% to
guality assurance and defect removal.

Optimisation in this area can save money!
One way can be automation
Another the optimal combination of techniques

Bug nding tools offer the possibility of automatic defect
nding

# How do such tools compare to reviews and tests?

TECHNISCHE
UNIVERSITAT
MUNCHEN TestCom 2005, Montreal, Canada — p.3/27

o o o o



Outline

Motivation
Overview

Bug Finding Tools
Projects
Approach

. Analysis

N o oA R

. Conclusions

TECHNISCHE
UNIVERSITAT
MUNCHEN TestCom 2005, Montreal, Canada — p.4/27



Outline

Motivation
Overview

Bug Finding Tools
Projects
Approach

. Analysis

N o oA R

. Conclusions

TECHNISCHE
UNIVERSITAT
MUNCHEN TestCom 2005, Montreal, Canada — p.4/27



Overview

# Comparison of bug nding tools for Java with reviews
and tests

# Based on several industrial projects at 0,
# Different backend applications with web interface

# Analysis of
s defect categories (severity)
» defect types
» defect removal ef ciency

TECHNISCHE
UNIVERSITAT
MUNCHEN TestCom 2005, Montreal, Canada — p.5/27



Outline

Motivation
Overview

Bug Finding Tools
Projects
Approach

. Analysis

N o oA R

. Conclusions

TECHNISCHE
UNIVERSITAT
MUNCHEN TestCom 2005, Montreal, Canada — p.6/27



Outline

Motivation
Overview

Bug Finding Tools
Projects
Approach

. Analysis

N o oW R

. Conclusions

TECHNISCHE
UNIVERSITAT
MUNCHEN TestCom 2005, Montreal, Canada — p.6/27



Bug Finding Tools

°

Class of programs that aim to nd defects in code

°

By static analysis similarly to a compiler

# The outcome are warnings that a piece of code is
critical in some way

# l|denti cation using typical bug patterns from
s experience

s published common pitfalls in a programming
language

°

Coding guidelines and standards can be checked

# Also more sophisticated analysis based on data and
control ow
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Bug Finding Tools — Cont.

°

Three representatives for bug nding tools for Java

# FindBugs — uses mainly bug patterns but also data
o0 w analysis, operates on the byte code, from
University of Maryland

# PMD — operates on source code, can enforce coding
standards, customisable by using XPath expressions on
the parser tree

# QJ Pro — operates on source code, uses over 200
rules, additional rules can be de ned, also checks
based on code metrics
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Projects

® Four done at 0, and one at TU Munich

#» Project A
» Online shop
s SiIX month in use
» 1066 classes, 58 KLOC

#» ProjectB
s Internet payment via SMS
s 215 classes
s 24 KLOC

#» Project C
s Web frontend for management system
o 3 KLOC
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Projects — Cont.

#» ProjectD
s Client data management
s 572 classes
s 34 KLOC

» ESstA
s Textual requirements editor

o 28 classes
s 4 KLOC
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Approach

#® Analyse interrelations between bug nding tools,
reviews, and tests

°

Tools and tests were applied to all projects

°

Review only in project C

# Each warning from the tools was checked if it is really a
defect (True positives vs. false positives)

# Techniques were applied independently
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Defect Categorisation

Defects that lead to a crash of the application

. Defects that cause a logical failure

Defects with insuf cient error handling

Defects that violate the principles of structured
programming

Defects that reduce the maintainability of the code

TestCom 2005, Montreal, Canada — p.14/27



Defect Types

Orthogonal to the defect categorisation

Similar to standard defect taxonomies (i.e. IEEE Std
1044-1993)

Partly an uni cation of the warning types of the tools

Examples
Stream is not closed
Input is not checked for special characters
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Bug ncC
Bug ncC

Bug ncC

Ing too
Ing too
Ing too

Anal ysis

S
S VS. reviews
S vs. testing

Defect removal ef ciency
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Bug Finding Tools

Defect Type Cat. | FindBugs PMD | QJ Pro
Database connection

IS not closed 1 8/54 8/8 0/0
Return value of

function ignored 2 4/4 0/0 | 4/693
Exception caught

but not handled 3 4/45 | 29/217 | 30/212
Null-pointer exception

not handled 3 8/108 0/0 0/0
Returning null

Instead of array 3 212 0/0 0/0
Stream is not closed 4 12/13 0/0 0/0
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Bug Finding Tools — Cont.

Different tools predominantly nd different defect types
FindBugs detects 13 different types, PMD 10, QJ Pro 4
Ratio of false positives:

FindBugs | PMD | QJ Pro | Total
0:47 | 0:31 0:96 | 0:66

Large variation over different projects

Recommendation:
Use FindBugs and PMD in combination
Use PMD or QJ Pro to enforce coding standards
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BFT vs. Reviews

Reviews only on project C

Revealed 19 different types of defects

All defects found by the tools also found by reviews
However, tools sometimes found more defects of a type
But also the other way round

Review can also reveal faults in the logic

Using a tool before reviewing can improve thoroughness
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BFT vs. Testing

Black box and glass box tests

NoO stress tests

Only 8 defect types were found

Completely distinct from the ones found by the tools
Only in categories 1-3

Stress tests might change this picture

Combination of bug nding tools with testing is
advisable
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Defect Removal Ef cienc y

Technique Number of Defects | Ef ciency
Bug Finding Tools 585 716%
Review 152 20%
Tests 32 4%
Total 769 100%
Cat. BFTs Reviews Tests Total
1 22% (8) | 35% (13) | 43% (16) | 100% (37)
2 15% (4) | 50% (13) | 35% (9) | 100% (26)
3| 85% (40) 0% (0) | 15% (7) | 100% (47)
41 70% (32) | 30% (14) 0% (0) | 100% (46)
5182% (501) | 18% (112) 0% (0) | 100% (613)
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Discussion

BFTs mainly nd maintainability-related defects which
complies with expectation

Only reviews and tests are able to verify and validate
the logic of the software

The limitation of the tools lies in what is expressible by
bug patterns and how good and generic these patterns
are

It is still surprising that there is not a single overlapping
defect

Positive: the combination is bene ciar y

Negative: the amount of (costly) testing cannot be
reduced
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Discussion — Cont.

However, external validity limited by
sample size
and maturity of analysed software

High ratio of false positives is disillusioning

The expected bene t of automation is diminished by the
necessary human intervention

However, tools are sometimes more thorough
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Conclusions

Not a comprehensive empirical study
But a rst indication using a series of projects

Only knowledge about relation of bug nding tools to
reviews and tests

BFTs revealed completely different defects than
dynamic tests

But reveal a subset of the ones found by reviews
Tools are typically more thorough

The effectiveness depends on the personal
programming style and software design

The high number of false positives makes the bene ts
guestionable
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