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Motiv ation

Defect-detection techniques (reviews, tests, . . . ) are still
the most important methods for the improvement of
software quality

Costs for such techniques are signi�cant. According to
Myers (1979) 50% of the total development costs are
caused by testing. Jones (1987) assigns 30 – 40% to
quality assurance and defect removal.

Optimisation in this area can save money!

Two possibilities:
1. Develop new and better defect-detection techniques
2. Use existing techniques in an optimal way
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Ef�cienc y Metrics

Effectiveness and ef�ciency metrics for defect-detection
techniques

Based on
coverage
fault count, ratio of found faults to all faults
failure intensity
severity

An approach based on expert opinion about MTTF per
fault and severity seems most interesting for a quality
cost model

Applicable to all defect-detection techniques
Applicable in different environments
Considers reliability and criticality
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Quality Costs – I

Quality costs are all costs associated with
preventing,
�nding,
and correcting defective work

Models are derived from the manufacturing area

Division into conformance and nonconformance costs

There are derived metrics:
Return on Software Quality (ROSQ)
Net Present Value of the Software Quality Cash
Flows (NPVCF)
. . .
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Quality Costs – II

cost of quality

appraisal costs internal failureprevention costs external failure

nonconformanceconformance
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Quality Costs – III

Existing models are coarse-grained

Typically only high-level economical view

No consideration of concrete defect-detection
techniques

Improvement by using ef�cency metrics
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Simple Model – I

Suitable to compare different defect-detection
techniques

Estimations on the basis of the MTTF of faults and the
severity of its consequences

Time is split into periods as foundation for the
calculations

External failures, are failures found by other techniques
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Simple Model – II
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Simple Model – III

FAC: �x ed appraisal costs

DAC: dynamic appraisal costs

CE: change effort

FC: further failure costs (compensation, support, lost
sales)

SC: saved costs
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Simple Model – IV

Net Present Value of the Cash Flows

NPVCF = � FAC +
P P

i=1
SCi � CEi � FCi � DACi

(1+ D )i

Saved Costs

SCk = CES
j + FCS

j
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Example – I

Loosely based on a project with an automotive
manufacturer

Comparison of three different testing techniques for
system testing an embedded system

The tests were independently applied to the same
version of the software

All three together found 24 faults

We use expert opinion to estimate the MTTF and
severity of each fault

MTTF in high, average, and low

Severity in critical and noncritical

Effort in person hours
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Example – II

Change eff.
Number MTTF Severity Test Oper.
1 average critical 8 38
2 low noncritical 3 33
3 low critical 16 46
4 low noncritical 3 33
5 high critical 20 50
6 average noncritical 3 33
7 high noncritical 9 39
8 low critical 1 31
9 low critical 12 42
. . . . . . . . . . . . . . .
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Example – III

Each fault is now assigned to each test technique

If it was found, it will by assigned as internal failure

Otherwise as external failure

This mapping is then used to calculate the cost of
failures

The MTTF and severity information is used to estimate
the costs items

Using these items in the formula yields the cash �o ws
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Example – IV

Tech. FAC Period 1 . . . NPVCF
T1 15,000 -31,642.86 . . . 64,726.63
T2 15,000 -36,447.62 . . . 101,038.48
T3 1,000 -19,128.57 . . . - 57,397.15
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Future Work

Re�nement of the model
Predicting future failures using a reliability model
Combination of techniques using a model from
Littlewood et al.
Incorporation of maintenance and opportunity costs
Time to market

Application of the model
Model-based testing
Static analysis tools for Java
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Conc lusions

Approach for cost-optimising the usage of
defect-detection techniques

Re�nement of existing cost models with ef�ciency
metrics

Simple method to evaluate defect-detection techniques
economically

There are still open issues
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